Children are likely to be online much more over the coming weeks, possibly using
their laptops to access virtual classrooms and learning material as well as other
entertainment. The risks will vary depending on their age, but here are some tips

to help keep them safe.

Technical Tips:

Ensure your passwords are strong and secure for your router and any
accounts that your children might be tempted to access.

Make sure all your devices have the latest software updates

Keep anti-virus software up to date and consider installing parental control
software to protect children from stumbling across inappropriate content.

Be aware of fake news and scams; these are already emerging and we have
had people coming to us to check things for them.

There is somewhere to report scam emails - just forward them to
report@phishing.gov.uk. It goes to the National Cyber Security Centre (part
of GCHQ) it'll then be analysed and they can take down the sites doing it.

General Tips

Ensure children are appropriately dressed, in a suitable space within your
home and ready in good time for the start of any virtual lessons*

Ensure that your child logs out after any virtual lesson.

Use PEGI ratings and reviews to check the age suitability of any games they
want to play.

Remind children about the need to keep personal information private and not
to be tempted to over share or click on links or free offers.

Remind them only to communicate online with real life friends.

For children using video chat, have a conversation about who they are
chatting with and how they know them, to ensure their contacts are safe.
Talk about good digital citizenship, about being kind and thoughtful in their
online interactions and how thoughtless behaviour can both damage their
reputation and hurt others.

Reassure them that you are there to help if they have any worries about
anything they come across online or about the current health crisis.

*All virtual video meetings/lessons are pre-arranged between Teachers and Students

and are not a drop-in facility

Please remember to visit our online safety page on our school website as there are
lots of links to good websites that may help or answer a question you may have.
Below are links to reporting pages for any concerns you may have.

Keep well and safe, Kirsty McIntosh, Computing Learning Dimension Leader

Be Safe Everyone!

https://reportharmfulcontent.com/

https://www.ceop.police.uk/safety-centre/

Some information taken from Gooseberry Planet and Martin Lewis
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